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e Bolt 11

Request String:

ghtning Invoices

Lightning Payment Request Decoder

For decoding lightning network payment requests as defined in BOLT #11.

Inbc13370n1pdazz45pp5r4gk29vznylemn6dn5fyx2asnchdp7nzdurdfcempl7dfs8nn8agdgagf5hgun9veskempaxyenxde3xvenweqzysfnxd0gdp6
wsmt5jw8z5mgawm4380w0la7m54kl7z7dk2gezudzyda7ugras9sez5s3k0sfn7u2me3wwf9z4tcv34t6m841kj06qj5fsgkfkfmt

Network
Amount
Date
Payment Hash
Description
Min Final CLTV Expiry
Expiration Time
Signature

R value

S value

Recovery Flag
Signing Data

Checksum

bitcoin mainnet
0.00001337 BTC
Thu, 25 Oct 2018 00:13:40 GMT

Payment Info:

1d51651582993f9dcf4d9d12432bb09e2ed0fa626f0754e33b0ffcd4c0f399fa

Bitrefill 13371337
144
3600 seconds

4cccd781a1d3a1b5d24e38a9b075dbac4ef73ffdf6e95b7fc2f36cad645ca889
5efb881f60586454846cf8267ee2b798b9c928aabc32355eb67afed27e812a26

0

6c6e626331333337306e0b7a2156810d0754594560a64fe773d3674490caec278bb43e989
bc1d538cec3ff35303ce67e81a0eal34ba3932b334b636101899999b9899999bb001120

kfkfmt

e Simple, extendable QR-coc
requesting payments over L
e Here is a decoded view of a bitcoin mainnet

Involce

e-ready protocol for
elajigligle



Lightning Invoices

INbc13370n1pdazz45ppbrdgk29vznylemnodnbtyx2asnchdp/nzdurdtcempl?

dfs8nn8agdgagfohgun9vesSkcmpagxyenxde3xvenwcqgzystnxdOgdpbwsmtsjw

8z5magawm4380w0larmb4kl7z7dk2gezudzyda’ugras9sez5s3k0stn7u2me3w
wi9z4tcv34tem84lkj06gjofsgkfkimt

Lightning Payment Request Decoder

For decoding lightning network payment requests as defined in BOLT #11.

Request String:

Inbc13310n1pdazz45pp5rdagk29vznylemn6dn5fyx2asnchdp7nzdurdfcempl7dfs8nn8agdgagf5hgun9veskempagxyenxde3xvenweqgzysfnxd0qdp6
wsmtbjw8z5mgawm4380w0la7m54kl7z7dk2gezudzyda7ugras9sez5s3k0sfn7u2me3wwf9z4tcv34t6m841kj06qj5fsgkfkfmt

Y
Decode

Uh-Oh! Something is not quite right with this request.
Malformed request: checksum is incorrect

e Modification of an invoice will invalidate invoice
due to checksum

e Similar to checksums for online addresses except
more data Is covered




Lightning Invoices
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Lightning Invoices
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e [he network and amount are actually human readable
but obscure enough for users to not try and manually set




Lightning Invoices Uses on Chain

e User errors with the system we have now
e Bitpay solution for this was BIP70 to force you to pay by
scanning QR code or via a uri link

e Unless using a decoder most wallets cannot pay bitpay
e Many of those benefits provided with lightning invoices without
ts




Lightning Invoices and BIP

e Thoughts on using BIP21 tor lightning
e BIP21: backward-compatibility, URI Scheme, QR Codes
e Hard to select a BIP21 encoded string with two clicks

e bitcoin:1BgGZ9tcNArm9KBzDn7KprQz87SZ26SAMH?
amount=20.3&label=Foobar

e | ack of wallet support decoding when pasted, never intended to do
ihls [think




UX Improvements with
ITe]ajigligle

e Goal of removing Partial Order failures

e Funds not being sent after expiry, although some may settle
after

¢ |[n practice at Bitrefill we have seen issues with lighting invoices
being paid after expiry oft chain

* No notification set, amount paid is not upds




Proof of Payment

e \What is proof of payment?




Lightning
Payments

International CHANGE COUNTRY

Steam Euro Voucher CHANGE PRODUCT

@\&'

CHANGE AMOUNT

justin@bitrefill.com CHANGE EMAIL
Steam Euro Voucher j @ «

Lightning (BTC) CHANGE PAYMENT
Your order

Payment
Confirm the details below to purchase your refill

Steam Euro Voucher 5 EUR

E-mail address justin@bitrefill.com
Order ID 5bd0c53c0a7411000433be21
Price 930 bits

REFILL DETAILS
Steam Euro Voucher 5 EUR

92900 satoshis

Expiring in 14:52

Bitcoin Lightning SEND THIS AMOUNT
: 92900 satoshis

Copy the lightning invoice

: Inbc929u1pdazw3npp5sjhcgs4fgepZenkrgfxfgds.

Need help? | Time left: 14:48

OPEN IN WALLET

As soon as the lightning payment is sent (normally instant), the topup amount will be credited to
your phone

e Easy to integrate lightning basically reused bitcoin
payments flow

e |n aredesign we made QR codes bigger to be
easier to scan

e Autocopy for important info

e Units: Bits vs Satoshis

e Doesn'’t really matter users will see their preferred
unit in their wallet



Lightning
Payments

International CHANGE COUNTRY

N

STEAM”

Steam Euro Voucher CHANGE PRODUCT

CHANGE AMOUNT
Steam Euro Voucher

in@bitrefill.com CHANGE EMAIL
our order Lightning (BTC) CHANGE PAYMENT
Steam Euro Voucher 5 EUR

Payment
Confirm the details below to purchase your refill

E-mail address justin@bitrefill.com
Order ID 5bd0c53c0a7411000433be21

Price 930 bits
REFILL DETAILS

Steam Euro Voucher 5 EUR

92900 satoshis
Expiring in 14:52

ing

Copy the invoice below and pay 930 bits:

SEND THIS AMOUNT

Inbc930u1pdap3fupp52jhjjnOn9m7yt2ywdi68mnlerip: £ 92900 satoshis

Copy the lightning invoice

i Inbc929u1pdazw3npp5sjhcgsafgep7enkrgfxfgd:
Need help? | Time left: 14:48

OPEN IN WALLET

As soon as the lightning payment is sent (normally instant), the topup amount will be credited to
your phone.

e User confusion by calling it Bitcoin
Lightning

e [here was actually an altcoin with that
name | believe



Lightning
Payments

¢ \\We do not actually publish our node
info on our site but do separately

e [nfo Is already In the invoice, wallets
should be able to get connection
details form gossip from other nodes

¢ \\le have channel minimums anyway
SO users may not open funds to us




Lightning Litecoin

e \\e currently also support litecoin
lightning for orders
e A lot lower value due to no mobile




Lightning Invoices

e Uppercase lighting invoices when encoding in QR Codes

e ‘All you need to get the better efficiency in QR is sequences of
several characters of uppercase+digits in a row’ - sipa

e Most wallets support even having the uri prefix capitalized as well
but it Is not a requirement



Wallets

Mobile Wallets in use
—clair, Bitcoin Lighting Wallet
with remote node feature and receive funds




Lightning Deposits

e 0 amount invoices can be an option for
deposits
e Possible use case being send all feature
e Sendable balance meaning balance minus
- the reserve with amount being sent reduced
v - for routing fees until successful routed
e Amounts can also be set as not all lightning
wallets support sending payments without
amounts set unfortunately
e Downside being a user may try to send an
amount our node may not have capacity to
receive
e \When crediting deposits credit amount paid
and not invoice amount when dealing with
deposits as many implementation pay more
than invoice amount, LND




Lightning Deposits

ATRTE B N3 J10% 0+ 11:07 PM

== lcl o pavett e BLW is one wallet that can pay

Bitrefill Deposit - . . '
Sbd1334f5d06ee424d745d67 Involices without an amount set with
user setting the amount to send

— e Can also set amount in the cli with Ind

‘ ‘_¥ | ow ] e Useful for exchanges for users
_ wanting to pay an invoice and have
Amount in Satoshi that amount known only when the node
receives payment for trades
e |deally invoices for tips and other use

cases will not use invoices in the future



Lightning Deposits

. o Signed in as =
< Bitrefill testtest1234@gmail.com =

e Deposit are live in production!
e Can deposit as low as 1 satoshi or up to
payment limit which is currently around 0.04

BTC




Lightning Deposits

. " Signed in as =
< Bitrefill testtest1234@gmail.com —

0.53278772BTC  HISTORY  DEPOSIT

e Submarine swaps allows us to simplify
deposit flow

e Altcoiners can send credit to a swap
provider which sends us bitcoin over
I{e]qligligle

Submarine Swap
Trade on-chain tokens for Lightning invoic




Lightning Withdrawals

Deposit funds into your account

Copy the lightning invoice below

Inbc10n1pdmin6mpp5jthdmOh9cxmpw938jz7yvvaqgn

Auto decode invoices for users

Buda charges no fee, but should in practice
Custodial wallets

Make faucets great again



Lightning Withdrawals

e Bitrefill's work on Lightning Withdrawals

e Currently there are issues with sending lighting
payments: stuck HTLCs are annoying

e Better error codes needed for lightning sending api
with Ind needed




Improvements to the

Lightning User Experience

e Routing failures
e Fallback addresses used as a backup when
routing has failed when order over x amount

e [Jses our own infrastructure to check on chain
payments




Lightning Refunds
Future UX

e Users may not have incoming capacity to receive a refund
when sending their first payment due to the lightning
reserve being held in channels

e Bitrefill can hold on to an Invoice and not settle

immediately until the order is successful




Lightning Refunds
Future UX

e SO0 many refund options
e For now we'll keep the on chain option




